04/07/2024

Invited Talk

Assessing machine learning

systems from a security and
trust standpoint

Robson de Oliveira Albuquerque Faculty of Computer Science and Engineering, UCM
University of Brasilia Madrid (Spain), July 2024
g unB 1/50
1
Disclaimer

The content presented herein represents my
thoughts about the subject of this lecture.

It does not necessarily represent the vision of my
employers nor the University of which |l am a
researcher;

Images used in this presentation are the property
and credit of the respective creators and sources;
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AGENDA

Machine Learning in the past;
Machine Learning nowadays;

Security and trust;

Attacks on Al systems;

Discussions;
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Machine Learning in the past

* Before 1950 — Statical Methods
research

* 1950 — The real start...

* The Dartmouth Summer Research
Project on Artificial Intelligence in
1956 summer workshop - artificial
intelligence as a field.

* John McCarthy, Marvin Minsky,
Nathaniel Rochester and Claude
Shannon.
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Machine Learning in the past

*1950 - 1960

*LISP language (great influence in
other languages

Language

“ UnB 5/50

Machine Learning in the past

*1960 — 1970

« Bayesian methods are introduced for
probabilistic inference in machine learning

» using data analysis to infer properties of an
underlying distribution of probability

 basically, is to update the probability for a hypothesis
as more evidence or information becomes available
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Machine Learning in the past

*1970 — 1980 — Al winter
* Research interest drops significantly;

*1971-75 - DARPA's frustration with the Speech
Understanding Research program at Carnegie Mellon

* 1973 - Lighthill, James. "Artificial Intelligence: A
General Survey". Artificial Intelligence: A paper
symposium. UK: Science Research Council.

*1973—-74 - DARPA's cutbacks to academic Al research

I e
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Machine Learning in the past

*1980 — 1990

* Rediscovery of backpropagation causes a
resurgence (it was created in the 60s);
* method used to train neural network models;
*1987 - LISP machine market gets collapsed...

I e
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Machine Learning in the past

*1990 - 2000

data-driven approach;

the results;

neural networks (RNNs) become popular.

* shifts from a knowledge-driven approach to a

« programs for computers to analyze large amounts
of data and draw conclusions — or "learn” — from

* Support-vector machines (SVMs) and recurrent
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Machine Learning in the past (GPUs)

Use graphics primitives for HPC Graphics Programming on GPU
(GPGPU)
Ikonas Pixel-planes 5 Brook (2004) OpenCL

[England 1978] [Rhoades;]Et al. (December 2008)
1992

& . * .

Pixel machine DirectX/OpenGL CUDA (2007)
[Potmesil & Hoffert Map application
1989] onto graphics
domain

Programmable shaders, around
1998

E! UnB https://tatourian.blog/2013/09/03/nvidia-gpu-architecture-cuda-programming-environment/ 10/50
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Machine Learning in the past

«2000 - 2010
* Methods like Support-Vector Clustering starts...
*unsupervised machine learning methods become
widespread...

«2010 - 2020

*Deep Learning (spurs huge advances in vision
and text processing)

* Generative Al

== UnB 11/50

11

AGENDA

Machine Learning in the past;
Machine Learning nowadays;

Security and trust;

Attacks on Al systems;

Discussions;

E UnB 12/50

12




04/07/2024

- n
Machine Learning nowadays
GTX 280 MSRP: $649 AA) | GTX 1080 MSRP: $599
(5899 Adjusted for ($745 Adjusted for
* 2008 inflation) inflation)
GTx4go . MSRP:$5499  )igm )| RTX 2080 MSRP: $699
(5680 Adjusted for S y ($830 Adjusted for
2010 inflation) ! 2018 inflation)
MSRP: $499 2020 MSRP: $699
GTX 580 (5660 Adjusted for J : RTX 3080 ($800 Adjusted for
— 2011 inflation) i 2 inflation)
1 GTX 680 MSRP: $499 ) RTX 4080 .
- ($649 Adjusted for MSRP: $1199
’ 2012 inflation) v 2022
. GTX780  MSRP: $649
m ($830 Adjusted for
2013 inflation)
;( = | GTX 980 MSRP: $549
- = ! ($690 Adjusted for
“ 2014 inﬂation)
== UnB https://www.vacchelli-ag.ch/Fihefshsyig/Ftk-827157.html 13/50
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Machine Learning nowadays

RIVATNT .
GeForce 2 Ultra

bl

orce FX 5950 Ultra GeForce 6800 Ultra i GeForce 8300 GTS | GeForce 9800 GX2

4 GeForce GTX 295 GeForce GTX 480 Core 512

TITAN RTX

RTX3080Ti

TITAN Xp Titan RTX

GeForce GTX TITAN X

~ RTX 3090ti

E UnB https://www.congress-intercultural.eu/?i=next-gen-nvidia-geforce-architecture-not-arriving-until-2025-mm-rBK1Kof4 14/50
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Machine Learning nowadays

Meaningful Detection

compression

Big data é REDUCTION

Visualisation

Recommended UNSUPERVISED SUPERVISED
Systems LEARNING LEARNING
CLUSTERING
Targetted N
Marketing ) MACHINE
LEARNING
[ J
Customer
Segmentation

REINFORCEMNET ‘
LEARNING

y
Real-Time Decisions ® /@ Robot Navigation

A »
Game Al ® @ Skill Aquisition
——

Image
Structure Classification
Discovery Feature ° Customer
@ Elicitation Fraud @ Retention

DIMENSIONALLY o .
@ Diagnostics

® Forecasting

® Predictions

@ Process
Optimization

https://towardsdatascience.com/
coding-deep-learning-for-
beginners-types-of-machine-
learning-b9e651eled9d

Learning Tasks

g unB
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Machine Learning nowadays

*Ok...
* Everything is cool...
* Lot’s of papers/advances...

art”...
*Lot’s of money in Start-ups...

* A lot of lot’s...

Lot’s of people says they are “masters of the

16/50
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Machine Learning nowadays

We saw things like this few years ago...

+.007 x
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence
== UnB https://arxiv.org/abs/1412.6572 17/50
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Machine Learning nowadays
We saw things like this few years ago...
Malware Score Before  Score After

CoinMiner -826 884

P Dridex -999 996

AI WIthln . Emotet -923 625

cybersecurity GhOSstRAT -975 998

Kovter -999 856

Nanobot -971 999

Pushdo -999 999

Qakbot -998 9291

Trickbot -973 774

Zeus -997 997
= UnB https://skylightcyber.com/2019/07/18/cylance-i-kill-you/ 18/50
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Machine Learning nowadays

We saw things like this few years ago...

@ Tay Tweets ¥ 2 Follow

@AlimonyMindset @oliverbcampbell is a
house nigger! He's not cool or funny, please

1 # mer TayTweets
remove! #GamerGate yTweet o

23 28 catoemvnLNug @godblessameriga WE'RE GOING TO BUILD A
e WALL, AND MEXICO IS GOING TO PAY FOR IT

3 5 aB0@0EHRSS

1:47 AM - 24 Mar 2016

== UnB 19/50
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Machine Learning nowadays

We saw things like this few years ago...
@

White man calls cops on black men at marina

20 g
. -

m

on

LA
ao‘

Facebook Apologizes After A.I. Puts
‘Primates’ Label on Video of Black Men

Facebook called it “an unacceptable error.” The company has
struggled with other issues related to race.
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Machine Learning nowadays

Output

Reference

We saw things like this few years ago...

Our Result

g unB
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Machine Learning nowadays

*We are seeing things like this
these days... @z

cheese not sticking to pizza

4 Al Overview Learn more

Cheese can slide off pizza for a number of
reasons, including too much sauce, too much

cheese, or thickened sauce. Here are some
things you can try:

* Mix in sauce: Mixing cheese into the sauce helps
add maisture to th Sest stdhe sauce.
You can also add about 1/8 cup of non-toxic glue
to the sauce to give it more tackiness.

¢ Let the pizza cool: The cheese will settle and bond

11:46 AM - May 24, 2024 - 119 Views

+1(309) 431-5318

What are you doing?

Aren't you Slina?

| am originally from Japan and live in
New York for work. Where do you live?

Fresh out of college, Barry the Bee
finds the prospect of working with
honey uninspiring.

He flies outside the hive for the first
time and talks to a human, breaking a
cardinal rule of his species.

Barry learns that humans have been
stealing and eating honey for
centuries, and he realizes that his true
calling is to obtain justice for his kind
by suing humanity for theft.

11
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Machine Learning nowadays

We are seeing things like this these days...
\/\ooo

O (YY)
a:? o 0000 000 I . O
%% 0000 0000 I I| a
o '3 ' 13
Design/download [, . o e FEmbed malware | Evaluatethe  Retryining

[ performance

a model into the model

Publish the model

EvilModel: Hiding Malware

. N o
Inside of Neural Network o / r..\
23S 0——> ‘.‘ D —— a /Y'Y
Models : 990 a o a0 ‘
. - . <«
Zhi Wang, Chaoge Liu, Xiang Cui Reccive the model Extract the Cheek the integrity E::::ll:::::e

embedded malware

https://arxiv.org/pdf/2107.08590.pdf 23/50
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Machine Learning nowadays

We are seeing things like this these days...

Data Scientists Targeted by Malicious
Hugging Face ML Models with Silent
Backdoor

;i/&;;vid Cohen, JFrog Senior Security Researcher | February 27, 2024
® 13 min read

sHARE: () (in) (X)

E! UnB https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-models-with-silent-backdoor/ 24/50
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Machine Learning nowadays

We are seeing things like this these days...

CRIME

Deepfake scams have robbed
companies of millions. Experts warn it
could get worse

HED MON, MAY M E, MAY 28 2024.5:31 AM EDT

KEY ® Earlier this year, a Hong Kong finance worker was duped into transferring $25
POINTS million to a fraudster that had deepfaked his chief financial officer and ordered the
transfer via video call.

== UnB https://www.cnbc.com/2024/05/28/deepfake-scams-have-looted-millions-experts-warn-it-could-get-worse.html 25/50
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Machine Learning nowadays

We are seeing things like this these days...

Hackers Can Use Al Hallucinations to
Spread Malware

A Fake Software Library Made Up by a ChatBot Was Downloaded More Than 35,000 Times

YWrashmiramesh

: A 1 2 X _ A | . . . ~ ~ ~ _2
E UnB https://www.bankinfosecurity.com/hackers-use-ai-hallucinations-to-spread-malware-a-24793 26/50
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Machine Learning nowadays
We are seeing things like this these days...

Sam Altman, chief executive of ChatGPT maker OpenAl, OpenAl’s Altiman warns on ‘losing
has warned people not to expect artificial intelligence to sight in Al gold rush’

do all the work for them, saying the technology is “far
from perfect” and does not offer a shortcut to building
great businesses. Mr Altman made a surprise
appearance at Microsoft annual Build developer
conference in Seattle early Wednesday morning
(Australian time), and offered a glimpse to where Al is
headed and gave some advice to entrepreneurs. He was

speaking after Microsoft chief executive Satya Nadella . !
announced a suite of updates to the company’s Copilot ‘ ‘EA
Al platform, including a Teams Copilot that aims to lift '
productivity across departments or entire companies Gandi S larcpeaio l aHeroaBiorteos Fatasi, Fekess ason RadocrAEF .
rather than individual users. 55 JARED LYNCH
T:14AM MAY 22, 2024 —
== UnB https://archive.is/47BCN n . E
27
Machine Learning nowadays
What positive outcomes have you seen from generative Al adoption? ™
-
*We are seeing )
Org process efficiency 62%
- L) -
th I n gs I I ke th Is Customer experience 59%
these days... == B
» Scale's "2024 Fartaty f i o
Al Readiness ceee= [T -~
Report" wr= - -
Profit 34%
We have not seen 8%
positive outcomes °
https://scale.com/ai-readiness-report#section-download
We have not implemented
generative Al l 7% —
E UnB 0% 20% 40% ) 60% 8%

28
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Machine Learning nowadays

«Concerns:
- the quality and reliability of the Al-generated code;
« It will produce incorrect or inefficient code;
«it will suggest code snippets that may contain
security vulnerabilities;
» Copyright of replicated code of private
repositories used to train the model;

== UnB https://archive.is/47BCN 29/50

29

AGENDA

Machine Learning in the past;
Machine Learning nowadays;

Security and trust;

Attacks on Al systems;

Discussions;

E UnB 30/50

30

15



04/07/2024

Security and trust

Cyber Security

|SYSTEMSSECURITY
Operating Systems &
Virtualisation Security — apa

Cryptography

Cyberphysical
Systems Security

Physical Layer &

Telecomms Security Lifecycle

HUMAN,
ORGANISATIONALE&
REGULATORY ASPECTS

g unB

Distributed Systems Security

=

Software Security
Secure Software

mm) Availability
- Confidentiality
- Integrity

Information security pillars

ALIYNIIS NH041Y1d

BIUYMLA0S

ATTACKS

&DEFENCES

31/50
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Security and trust

DATA, INFORMATION, INFORMATION
SYSTEMS, INFORMATION ASSETS,
NETWORKS, etc.

https://www.mdpi.com/1424-8220/14/12/22754

— Layer 1

AVAILABILITY
INTEGRITY
INFORMATION
SECURITY
EXTENSIONS

CONFIDENTIALITY

INFORMATION SECURITY POLICY

— Layer 2

TRUST LAYERS

PROCESSES
PEOPLE
TECHNOLOGY

NORMATIVES AND PROCEDURES

— Layer 3

AUDITING

=g unB

CONTINUOUS
MONITORING

32
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Security and trust

TRUST INFORMATION SECURITY
ARCHITECTURE (TISA)

_
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& R
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Security and trust
= Google Scholar  ustin lims"
© Articles ,05 sec)
Any time Enhancing Trust in LLMs: Algorithms for Comparing and Interpreting LLMs [PDF] arxiv.org
Since 2024 NB Brown - arXiv preprint arXiv:2406.01943, 2024 - arxiv.org
Since 2023 This paper surveys evaluation techniques to enhance the trustworthiness and understanding
of Large Language Models (LLMs). As reliance on LLMs grows, ensuring their reliability, ...
SO Tange. . Y% Save Y9 Cite Related articles 99
Sort by relevance Beyond algorithmic trust: interpersonal aspects on consent delegation to LLMs
Sort by date Z Sassi, M Hahn, S Eickmann... - Journal of Medical ..., 2024 - jme.bmj.com
... Therefore, when discussing questions about trust in LLMs tasked with obtaining informed ...
Any type interpersonal aspects of trust in their reflections on trust in LLMs. With this in mind, we wanted ...
Review articles ¢ Save DY Cite Related articles All 5 versions
include patents Large Language Models and User Trust: Focus on Healthcare [PDF] arxiv.org
 include citations A Choudhury, Z Chaudhry - arXiv preprint arXiv:2403.14691, 2024 - arxiv.org
... This paper explores the evolving relationship between clinician trust in LLMs, the transformation
Create alert of data sources from predominantly human-generated to Al-generated content, and the ...
Y% Save 99 Cite Citedby2 Related articles All 2 versions 9
34/50
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Security and trust

Google Scholar

Articles

Any time
Since 2024
Since 2023

Custom range...

Sort by relevance
Sort by date

Any type
Review articles

include patents
v/ include citations

Create alert

"trust" "Large Language Model" "devsecops"

Al for DevSecOps: A Landscape and Future Opportunities

M Fu, J Pasuksmit, C Tantithamthavorn - arXiv preprint arXiv:2404.04839, 2024 - arxiv.org

... DevSecOps paradigm simultaneously. This paper seeks to contribute to the critical intersection
of Al and DevSecOps ... identifying avenues for enhancing security, trust, and e(Iciency in ...

Y¢ Save P9 Cite Citedby 2 Related articles All 3 versions 99

08 sec)

The Convergence of AI/ML and DevSecOps: Revolutionizing Software
Development

N Pakalapati, S Venkatasubbu, SMK Sistla - Journal of Knowledge ..., 2023 - jkist.org

... (ML) with DevSecOps represents a groundbreaking ... /ML technologies into the DevSecOps
framework, revolutionizing ... for leveraging AlI/ML in DevSecOps. Topics addressed include ...
Y¢ Save Y Cite Related articles 99

From LLMOps to DevSecOps for GenAl

K Huang, V Manral, W Wang - Generative Al Security: Theories and ..., 2024 - Springer

... chooses an appropriate pre-trained large language model based on the specific needs of
... can lead to dissatisfaction or loss of trust. Ensuring availability requires careful planning, ...

[PDF] arxiv.org

[PDF] jkist.org

e uns
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Attacks on Al systems

3 classifications are ordinary:
* Adversarial inputs — Forged input data for
misclassification;

- Data poisoning attacks — Pollute classifier data in
favor of the attacker;

*Model stealing techniques — used to steal the
model or retrieve/rebuild training data;

H UnB 37/50
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Attacks on Al systems (adv. inputs)

autonomous driving systems

Shon-ﬁange Radar Lty

Ultra Sound

== UnB https://blog.rgbsi.com/autonomous-vehicle-technology-driving-automation 38/50
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Attacks on Al systems (adv. inputs)

autonomous driving systems

input image classified as

+

adversarial noise

adversarial image : -
: misclassified as

H UnB 39/50
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Attacks on Al systems

Autopilot sends Tesla onto train tracks.
California cops say feature mistook
railroad for street

BY \Ib QINA

JUNE 28, 2024 1:31 PM

H UnB https://www.sacbee.com/news/local/article289609708.html 40/50
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Attacks on Al systems (data poison.)

Training
Data

LEARNING o

ALGORITHM 2 f '
Ql :@;: Extraction

MACHINE

Machine Learning
LEARNING

Model

MU[]H. Evasion

NORMAL LEARNING | FOISONING ATTACK
st B3 B B8 080

W\l/

Poisoning

https://medium.com/analytics-vidhya/data-poisoning-when-artificial-intelligence-and-
== UnB machine-learning-turn-rouge-d8038f423922 41/50
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Attacks on Al systems (data poison.)

& e &

Stop Yield Speed Limit
(a) Normal (b) Attack
= UnB https://datascientest.com/en/data-poisoning-a-threat-to-machine-learning-models 42/50
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Attacks on Al systems (model steal.)

ML service

Extraction
adversary

Lo oof

Data owner

== UnB https://www.mlsecurity.ai/post/what-is-model-stealing-and-why-it-matters 43/50
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Attacks on Al systems (model steal.)

*Train models is a hard task these days...
* Adversaries can break business models...
- Leads to privacy issues...

= UnB https://www.mlsecurity.ai/post/what-is-model-stealing-and-why-it-matters 44/50
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Discussions

* Al with cybersecurity:
* Malware or not malware?
 Attack on the go or normal operations?

* Al within medicine:
e Cancer or not cancer?

* Al with smart vehicles:
* Hack or not Hack?
*|A driver dilemma?

=g unB
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Discussions

In near future...
* Al is supposed to take decisions on our behalf...
Al will need more and more data...what about
privacy in LLMs?
Al is supposed to classify speech...(good, bad, or

what??) — will we trust LLM systems to tell us
what if a text is fake or not?

== UnB 47/50
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Discussions

*There is a huge avenue for research as well...
*So, do you trust your Al system?

*So, the model you created/downloaded is
secure?

E! UnB 48/50
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READY FOR...

Q&A
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