
Rafael Pastor Vargas

AI in Cybersecurity: Actual Applications and Future

#CátedrasCiber

#ProyectosCiber

Esta iniciativa se realiza en el marco de los fondos del Plan 
de Recuperación, Transformación y Resiliencia, financiadas 
por la Unión Europea (Next Generation), el proyecto del 
Gobierno de España que traza la hoja de ruta para la 
modernización de la economía española, la recuperación 
del crecimiento económico y la creación de empleo, para la 
reconstrucción económica sólida, inclusiva y resiliente tras 
la crisis de la COVID19, y para responder a los retos de la 
próxima década
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Gen AI: Use cases in Cybersecurity (I/II)
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Gen AI: Use cases in Cybersecurity (II/II)

▪Red teams are using AI and large language models. In 2023, Mandiant
consultants used generative AI tools to speed up certain activities in red team
assessments, including:
▪The creation of initial drafts of malicious emails and landing pages for faux 

social engineering attacks.
▪The development of custom tooling for when analysts encounter uncommon 

or new applications and systems.
▪The research and creation of tooling in cases where environments do not fit 

the operational norm that can be used again and again.
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▪Threat detection and response
▪Network Intrusion Detection: AI-driven intrusion detection systems can 

monitor network traffic, identify suspicious activities, and detect intrusions 
from various attack vectors like malware, phishing attempts, and brute-force 
attacks.
▪Behavioral Analysis: AI algorithms can analyze user behavior and identify 

deviations from normal patterns, enabling the detection of insider threats or 
compromised accounts.
▪Advanced Malware Detection: AI can recognize previously unknown 

malware patterns and behaviors, facilitating early detection and 
containment.

Common AI application scenarios



Inteligencia Artificial en Ciberseguridad: Aplicaciones actuales y futuro | Página 8 © UNED 

▪ Cuarto nivel

Datasets
Alshaibi, A.; Al-Ani, M.; Al-Azzawi, A.; Konev, A.; Shelupanov, 
A. The Comparison of Cybersecurity Datasets. Data 2022, 7, 
22. https://doi.org/10.3390/data7020022

https://doi.org/10.3390/data7020022
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Subtítulo
Cuerpo de texto

Numeración:
▪Primer nivel

▪ Segundo nivel
▪ Tercer nivel

▪ Cuarto nivel

IoT Attacks Identification
Alshaibi, A.; Al-Ani, M.; Al-Azzawi, A.; Konev, A.; Shelupanov, 
A. The Comparison of Cybersecurity Datasets. Data 2022, 7, 
22. https://doi.org/10.3390/data7020022

https://doi.org/10.3390/data7020022


▪RNN (LSTM, GRU, Transformers)

A new review for DNN/Datasets
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▪Datasets
▪MALWARE-TRAFFIC-ANALYSIS.NET: https://www.malware-traffic-

analysis.net/
▪VIRUSTOTAL: https://www.virustotal.com
▪VirusShare: https://virusshare.com
▪ theZoo: https://github.com/ytisf/theZoo (defined by the authors as a repository 

of live malware for your own joy and pleasure)
▪ Several ML algorithms

▪ DNN (CNN most common)

ML/DL based Malware Detection
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Attacks to IA: Adversarial Machine Learning
ENISA REPORT (2021): SECURING MACHINE LEARNING ALGORITHMS
https://www.enisa.europa.eu/publications/securing-machine-learning-algorithms 
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NIST Trustworthy and Responsible AI, NIST AI 100-2e2023
Adversarial Machine Learning, A Taxonomy and Terminology of Attacks and Mitigations
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Some projects: Privacy and Geolocation protection
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▪ Personal/individual behavioral modeling (Am I safe here?).
▪Geographic safe zones.
▪ Anomaly detection
▪ “Unsafe” geographic zones
▪ Perception of insecurity and personal history (warnings).

▪Grouping by zones (cities, neighborhoods, etc.)
▪ Unsafe ”geographic” zones 
▪ Limitations/ProblemBig 
▪ DataVery heterogeneous trajectories
▪ Preservation of anonymity
▪ Non-specific data semantics



Data
Folium

Shapely

▪ timestamp: the day, hour, minutes and seconds 
when the entry was created 
▪ radius: precision in meters of the location 
▪ speed: speed at which it has reached that point 

(km/h) 
▪ altitude: altitude in meters 
▪ isSafe: indicator indicating whether the point is 

safe (True) or not (False) 
▪monitoring: route/trajectory identifier 
▪ userId: user identifier 
▪ lattitude: 
▪ latitude longitude: longitude 
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Characterization of the geo-located 
profile

Enrichment of the original data

distance_in_meters
time_in_seconds
isDay
isWeekend

Clustering (K-Means)
Grouping of Unsafe Zones (N 
clusters by users)
Centroids
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[1] Get_data_users(city)
[2] Get_user_paths(id)

RELATIONAL 
DATABASE:  

AURORA/MY
SQL

(a) Lambda: Get & 
Check New Users

[1]

Update users Ids 
(add timestamp 
check) 
(TRANSACTIONAL)

[2] Update paths info by 
user ID 
(add timestamp check) 
(TRANSACTIONAL)

Update Frequency: 1 day
Lambda functions (a, b & c)

(b) Lambda: Get & 
Check New Users

API SISTER

[1] Get_Insecure_Zones (id)
[2] Get_current_model_versión()

[2] predit_insecure_zone(lat,long,version)

API SECURE_PERCEPTION

S3

Get_paths(id)

(c) Lambda: Calculate 
Insecure Zones by Id

Store zones by Id 
(efficient format)  
Estándar dataset?

(d) Model training by city 
(Clustering/Others)

Get All zones (city)

Store model 
(version)

INGEST PROCESS

ZONES USER MODEL
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Some projects: Smart Rural IoT and Secured Environments

▪Smart Rural IoT Laboratory
▪ LoT@UNED (UNED)
▪Smart Lab (NOVA)
▪Cátedra de Territorios Sostenibles y Desarrollo Local (Consorcio UNED 

Ponferrada)
▪Within the research infrastructure, functional AI models are developed and 

evaluated in rural environments with computational and connectivity limitations.
▪Optimization and deployment of predictive AI models on IoT devices in rural 

environments.
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Some projects: Analysis of mobile applications from the
perspective of data protection: Cyber-protection and Cyber-risks of
citizen information
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▪Research on artificial intelligence
▪ Caldera can be used to test artificial intelligence 

and other decision-making algorithms using the 
Mock plugin. The plugin adds simulated agents 
and mock ability responses, which can be used to 
run simulate an entire operation.

Challenges and Future (I/II)
https://caldera.mitre.org/ 
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▪Foundational Time Models applied to Cybersecurity scenarios

▪Reinforcement Learning in CyberSecurity

▪New architectures: MamBa & Graphs Neural Networks

▪Optimization/Light ML/DL models

Challenges and Future (II/II)
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