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Resumen 12 Conferencia:

Organizations today face the challenge of selecting, aligning, and operationalizihg multiple
cybersecurity frameworks while translating compliance requirements into measurable risk
reduction. This sesion delivers a structured, practitioner-oriented comparison of the most widely
adopted standards and control sets: ISO/IEC 27001:2022 and the 27000 family (including
27002:2022, 27005, 27101), NIST Cybersecurity Framework 2.0, NIST SP 800-53 Rev 5, NIST SP 800-171
Rev 3, CIS Controls v8 and v9.

Resumen 22 Conferencia:

The convergence of large language models (LLMs), autonomous Al agents, and retrieval-
augmented generation (RAG) has fundamentally transformed open-source inteligence (OSINT)
collection, enrichment, and weaponization. This session demonstrates how modern agentic
frameworks (LangGraph, CrewAl, AutoGen, Llamalndex Workflows) combined with multi-stage
RAG architectures can autonomously pivot across heterogeneous OSINT data sources—SHODAN,
Censys, SecurityTrails, GitHub, paste sites, dark-web marketplaces, Telegram channels, and leaked
credential corpora—while maintaining operational tradecraft and evading detection.
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Systems, Computer Networks, Network Security, and Information Security. Proficient in IT, Robson has
provided consulting services to both private organizations and the Government. His professional



interests and areas of research expertise include Network Management, Network Systems, Wireless
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