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Resumen:

Microarchitectural attacks, such as Spectre and Meltdown, are a class of security threats that affect
almost all modern processors. These attacks exploit the side-effects resulting from processor
optimizations to leak sensitive information and compromise a system’s security. Over the years, a
large number of hardware and software mechanisms for preventing microarchitectural leaks have been
proposed. Intuitively, more defensive mechanisms are less efficient, while more permissive
mechanisms may offer more performance but require more defensive programming. Unfortunately,
there are no hardware-software contracts that would turn this intuition into a basis for principled
co-design. In this talk, we present a framework for specifying hardware/software security contracts,
an abstraction that captures a processor’s security guarantees in a simple, mechanism-independent
manner by specifying which program executions a microarchitectural attacker can distinguish.
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