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XPloIts speculative
execution

0

Almost all modermn CPUSs
are affected

SPECTRE

P, Kocher, J. Hom, A. Fogh, D. Genkin, D. Gruss, W. Haas, M. Hamburg, I\/I Lipp, S. Mangard, T. Prescher, M. Schwarz, Y. Yarom — Spectre Attacks:
Exploiting Speculative Execution — S&P 2019
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)

Software Hardware



Hardware/software security contracts

Guamnieri, Kopft, Reineke, Vila — Hardware-software contracts for secure speculation — | S&P 20217
https://arxiv.org/aps/2006.0384" 19
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Contracts for side-channel-free systems

Contracts specity which program executions a side-channel
adversary can distinguish

Goals
® Capture security guarantees of HW

® Basis for secure programming
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How are programs executed? What is visible about the
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arch — ct + Ioao!gd values
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A lattice of contracts

| eaks all data
T

accessed non- 4Seq-ct
speculatively Seq-arch- I N\
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addresses of
[ noN-spec.
~ Spec-ct loads/stores/
Spec-arch - instruction
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A simple processor

Speculative and out-of-order
executions

Modeled as operational semantics = describing how

DroCessor's state changes
(iInspired by [Cauligi et al. 2079))

Are bré oredictor ano
memory hierarchy

See paper for: processor operational semantics and security proofs
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. Seqg-ct

Seq-arch- [

Seq/spec-ct/pc

m Vanilla OoO CPU +
SPEeC. exeC

) n-order CPU

. Spec-ct (EgogpeercExec)

Spec-arch - @

000 CPU+load delay
See paper for: models and security proofs

00O CPU+taint tracking
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Contracts & Software

So far: contracts as secure programming foundations +
tools targeting “fixed contracts’

Challenge: support for large classes of contracts

What do we need? Contract-aware program analyses
and secure compllation passes
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Program analysis

L6

“rogram analyzers that work for
aroitrary contracts

Guarnieri et al., Spectector: Principled detection of speculative leaks, S&P 2020
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Contracts @ Software

Program analysis

“rogram analyzers that work for
aroitrary contracts

Guarnieri et al., Spectector: Principled detection of speculative leaks, S&P 2020
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Secure compilation
Source Compiler takes
PRIET contracts as input

Comper@\.} L. :ﬁ
' Contract
arget >_‘z —NSUre Security At
program contract level

FPatrignani and Guarnieri, Exorcising Spectre with secure compilers, CCS 2021
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Verification

Tools for
checking
compliance
with contracts

(Partially) automate
contract satisfaction
proofs
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Verification

Tools for
checking
compliance
with contracts

(Partially) automate
contract satisfaction
proofs
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Testing/Fuzzing

Contracts as test oracles

Black box: see Oleksenko et al.,

—RevV|Zor:

UzziNng for Leaks In

Slack-box CPUSs https://arxiv.org/

abs/2105.06872

White box: \VIP!
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Configurations: State of the processor during computation

_{m, a, buf, cs, bp, sc)

Nemory

Registers  Reorder  Cache predictor
buffer  (Metadata)
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A simple processor — Semantics

Semantics: Describe how configurations evolve

Directive from scheduler Semantics for pipeline stages
fetch, execute |, retire - -

7' (m,a.buf .cs,bp)= (m',d' ,bufcs',bp' )}
\_ d = next(sc) s¢' = update(sc buf ¢)

(m,a,buf,cs,bp,sc)—(m',a buf cs' ,bp',sc’)

Current state ) |\|e><t state
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FETCH-BRANCH-HIT
a = apl(buf ,a) buf| < a (pe) # L
p(d'(pe)) =beqz x,/ ¢" = predict(bp,a (pc))
access(cs,a (pe)) = Hit update(cs,a (pe)) = cs’

> fetch <

(m,a,buf ,cs,bp m,a,buf -pc <+ ' @a'(pe),cs’, bp)



Rules capture effect of directives - Fetch

applying reorder buffer
to register state

FETCH BRANCH-HIT _
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reorder buffer branch predictor

applying reorder buffer s not full says £ is next
to register state
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Rules capture effect of directives - Fetch

reorder buffer branch predictor

applying reorder buffer s not full says £’ is next
to register state

FETCH-BRANCH-HIT
a = apl(buf ,a) buf| < a (pe) # L
p(d'(pe)) =beqz x,/ ¢" = predict(bp,a (pc))
access(cs,a (pe)) = Hit update(cs,a’ (pe)) = cs

(m,a,buf ,cs,bp) fete (m,a,buf - pc < Z’, cs',bp)
| o " Cachehit
INSTruction IS a add change of pc + updating

oranch to reorder buffer cache state



Rules capture effect of directive - Retire

RETIRE-ASSIGNMENT

buf =x < v@e - buf’

v € Vals

(m,a,buf,cs,bp

retire
) —{

m,d

X

> V], buf", cs, bp)
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Rules capture effect of directive - Retire

result of Instruction at head of
reorder buffer IS resolved

RETIRE-ASSIGNMENT
buf =x<—v@eg- buf v € Vals

retire
) —

(m,a,buf,cs,bp

apply change to registers
and remove entry from reorder buffer



Eager load delay |Sakalis et al. 20719

STEP-EAGER-DELAY
(m,a,buf,cs,bp) 4 (m',d ,buf’,cs’,bp")

d = next(sc) sc¢' = update(sc,buf’|) d = execute |
buf|; =load x,e Vpe + (@1 € buf[0..i—1]. {' = ¢
(m,a,buf ,cs,bp,sc) (m',d’,buf’,cs’,bp’,sc”)

STEP-OTHERS
(m,a,buf,cs,bp) 4 (m',d’ ,buf’,cs’,bp")
d = next(sc) sc¢' = update(sc,buf’])
d € {fetch,retire} \V (d = execute i A\ buf|; # load x,e)

(m,a,buf ,cs,bp, sc) (m',d’,buf’,cs’,bp’, sc’)
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STEP-EAGER-DELAY ) Loads are executed
(m,a,buf  cs,bp) = {(m',a’, buf",cs’, bp’) only if prior branch
d = next(sc) sc¢' = update(sc,buf’|) d = execute |

buf |; = load x,e Vpe <+ L@1 € buf[0..i—1]. I' =¢ nstructions are

(m,a,buf ,cs,bp,sc)=10adDelay (m',d’,buf’,cs’,bp’,sc”) resolved
STEP-OTHERS
(m,a,buf s, bp) = (m',d',buf',cs',bp')
d = next(sc) sc¢' = update(sc,buf’]) Every thlng else
d € {fetch, retire} VV (d = execute i A buf|; # load x,¢) WOrks as before

<m7 d, bl/tf, cS, bpv SC> :>10adDelay <m/7 CZ/, buflv CS/) bpla SC/>
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STEP
d = next(sc) buf ,, = unlbl(buf ,d)

(m,a, buf, ,cs,bp) 4 (m',a’, buf,, ,cs',bp")
sc¢' = update(sc,buf’|) buf' = Ibl(buf),,buf,d)

m,a,buf,cs,bp,sc m',a' buf’,cs’,bp’, sc’
(
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STEP
d = next(sc) buf ,, = unlbl(buf ,d)

(m,a, buf,, ,CS,bp):d%m’,a', buf,, ,cs',bp")
sc¢' = update(sc,buf’|) buf' = Ibl(buf),,buf,d)

!

“ 7

(m, a, cs',bp',sc’)

cs,bp,sc)=w(m',a

—Ntries in the reorder buffer are |lapelled as safe/unsafe
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Hw-level taint-tracking /YU ct al. 2079, VWeisse et al. 2019
Derive unlabeled buffer

(hides information taggeo
~as unsafe)

’

STEP P
d = next(sc) buf ,; = unlbl

(m,a, buf,, ,cs,bp)é(m’,a', buf’ , ,S/,p/>
sc¢' = update(sc,buf’|) buf' = Ibl(buf),,buf,d)

m,a,buf,cs,bp,sc)=(m',a' buf’,cs’,bp’,sc’
(

—Ntries in the reorder buffer are |lapelled as safe/unsafe
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Hw-level taint-tracking /YU ct al. 2079, VWeisse et al. 2019
Derive unlabeled buffer

Computation on unlabeled buffer (hides Information tagged
__asunsaie)

STEP

d = next(sc) buf,, = unlbl

m,a, buf,, , c, bp)é

)

|
X
I

|

-
sc¢' = update(sc,buf’|)

(m,a,buf,cs,bp,sc)—«(m',d'buf’,cs’ ,bp’, sc’)

—Ntries in the reorder buffer are |lapelled as safe/unsafe
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Hw-level taint-tracking /YU et al. 2079, VWeisse et al. 2079

er

ve unlabeled buffer

Computation on unlabeled buffer (hides Information tagged

STEP

I d = next(SC) buf ul — unlbl(bbtf, d)

_as unsaie)

(m,a, buf,, ,cs,bp)é(m’,a', buf;l cs' ,bp)

sc¢' = update(sc,buf’|) ﬂ buf' = Ibl (buf

(m,a,buf,cs,bp,sc)—«(m',a buf’, S’,bp’, sc’)

—Ntres N the reorder buffer are labelleo

64
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00 c «— x < A size - -etch 00 c «— x < A size
1: beqgz ¢, END B} . 1: beqgz ¢, END
2: load t, A + X 1 2: load t, A + X 1

3. - - 3: load vy, B + t 1
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Background: Reorder buffer

e Key hardware data structure for .
c «— X < A size

out-of-order and speculative execution beqz ¢, END
L1l: load t, A + X
o Keeps track of "In-flight instructions” load y, B + t
END :
® -xample:
Entry Instruction Control Dep. —valuate Entry Instruction Control Dep.

X <’A;size

0: ¢ «— x < A size 0: ¢ «— 0O

1: beqgz ¢, END =

1: beqgz ¢, END
2: load t, A + X 1 2: load t, A + X 1

3: load y, B + t 1 3: load y, B + t 1
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Background: Reorder buffer

e Key hardware data structure for .
c «— X < A size

out-of-order and speculative execution beqz ¢, END
L1l: load t, A + X
o Keeps track of "In-flight instructions” load y, B + t
END :
® -xample:
Entry Instruction Control Dep. Rollback Entry Instruction Control Dep.

mIs-speculation 0 o 0

00 ¢ «— O
1: beqgz c¢, END - 1: beqgz ¢, END
2. load t, A + X 1 2.  _

3: load y, B + t 1 3
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Background: Reorder buffer

e Key hardware data structure for .
c «— X < A size

out-of-order and speculative execution beqz ¢, END
L1l: load t, A + X
o Keeps track of "In-flight instructions” load y, B + t
END :
® —xample:
Entry Instruction Control Dep. Entry Instruction Control Dep.
0: c « 0 - Retire 0: begz c, END
1: beqgz ¢, END - 1. -
2. -~ - 2. -~

3: - - 3: -
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Prediction nased on branch

history & program structure
Size of array A
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y = BI[A[Xx]]
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Speculative execution + branch prediction

Prediction nased on branch

history & program structure
Size of array A

if (x < A size) ——
y = B[A[x] ]

VWrong predicton’” Rollback changes
Architectural (ISA) state

ey

e

0 Microarchitectural state
Sranch predictor

(2
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Spectre V1 0@/

A size=10
Bpioyfsri ] ... ] What isin (12877
vold f(int x)

F

1f (x < A size)
y = BIA[x] ]

=
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if (x < A size)
B[A[x]]

1) Train branch predictor

Y

AN
2) Prepare cache

Depends on
A[128]

3) Run with x = 128
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Spectre V1

A size=10
Blrojsi1)]  Ieari2siz| WhatisinA[128]17
vold f(int x)

F

1f (x < A size)
B[A[x]]

1) Train branch predictor

Y

AN
D 2) Prepare cache

Depends on
A[128]

;' B[A[128]]
.

Persistent across
speculations

3) Run with x = 128

4) Extract from cache

’
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Secure programming — foundations
Specity secret data

~rogram p is non-interferent wrt contract anol DOlICY T
f for all arch. states 6, 6 if 6 & 0’ then [E|(p, 0) =E(p, o)

f p is non-interferent wrt contract |§) and policy 7, ano
hardware i} satisfies &, then
| T

~ p is non-interferent wrt hardware [f§ and policy
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Control-flow and memory accesses
do not depend on secrets

Constant-time

Ti raditional CT wrt policy JZ'E non-interference wrt seqg-ct and «
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Sandnging Programs never access high
=, Memory locations (out-of-sandbox)

—_—— == =

Traditional SB wrt policy 7 = non-interference wrt seq-arch and

General SB wrt r and [E] =
Traditional SB wrt & + non-interference wrt zr and
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Checking secure programming

Constant-time Sandboxing
-1 Traditional CT Traditional SB
Sed I\” J[ ) Sed oy
[- ]]arch . wrt || ]]arch raditional SB
spec speculative Nl
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