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> Sobre mi ‘

> Afiliacion: Profesor Titular de la Universidad de Cadiz (UCA).
» Formacion: Ingeniero Informatico y Doctor Internacional en Ingenieria y
Arquitectura en el 2010 y 2014, respectivamente, por la UCA.
> Labor profesional: 11 anos de experiencia docente e investigadora.
> Lineas de investigacion:
> Software Engineering.
> Complex Event Processing (CEP).
> Real-time Big Data Analytics.
> Event-Driven Service-Oriented Architecture (SOA 2.0).
> Model-Driven Engineering (MDE).
> Internet of Things(loT).
>  ORCID: https://orcid.org/0000-0002-8989-7509
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Definicion de CEP

Tecnologia que permite procesar, analizar y correlacionar grandes cantidades
de eventos.
Para detectary responder en tiempo real a situaciones de interés.
Los patrones de eventos inferiran nuevos eventos mas complejos
(“situaciones”) con mayor significado semantico.
Requisitos software:

> Motor CEP: Esper(https://www.espertech.com/esper/), Siddhi

(https://siddhi.io/)...
~  EPL(Event Processing Language): EPL de Esper, SiddiOL...
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> Patron de eventos

Eventos simples Evento complejo

Fuentes de imagenes:
https://www.flaticon.com/authors/vectors-market
https://www.freepik.com
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> Procesamiento tradicional vs CEP

Procesamiento tradicional CEP

Resultado
Resultado

| Consultas

Patrones

Sise publica una noticia sobre una compania
y en menos de 30 s la cotizacion bajaun 5%,
entonces generar una orden de venta

La cotizacion de un valor o una noticia sobre
una compania en un instante determinado

y



> CEP en el modelo 4D

Quiero saber cuanto antes qué esta pasando

para reaccionar de la mejor forma posible

¢0ué ha ocurrido? ¢0ué debemos hacer?

Detect Derive Decide Do
(Detectar) ——> (Inferir) —) (Decidir) —) (Actuar)

“No va a ser mejor el que mas informacion tenga, sino el que mejor la sepa analizar y mas
rdpidamente actue” (victor Ayllon, CEO Novayre Solutions y actualmente Vicepresidente de Automatizacion de Appian Corporation)

y.



> Ventajas/beneficios de CEP

» Analitica de datos en tiempo real.

» Mejora de |la calidad en las decisiones.

» Respuesta veloz.

> Prevencion de sobrecarga de informacion.

» Reduccion del esfuerzo humano.

» Facilitalaintegracion con otros paradigmas/tecnologias.

» (Otros beneficios:

> https://www.mordorintelligence.com/industry-reports/global-complex-event-processin
g-cep-market-industry

> https://complexevents.com/2020/06/1//the-future-of-event-stream-analytics-and-cep/

y.



https://www.mordorintelligence.com/industry-reports/global-complex-event-processing-cep-market-industry
https://www.mordorintelligence.com/industry-reports/global-complex-event-processing-cep-market-industry
https://complexevents.com/2020/06/17/the-future-of-event-stream-analytics-and-cep/
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Integracion de CEP con otros paradigmas

Gamification Event-Driven Service-Oriented
Architecture (SOA 2.0)

Fuzzy Logic

Formal Methods (FM) 2 @:}7
S

Machine Learning (ML) ﬁ

CEP Industrial Internet of Things(lloT)

Microservice Architecture (MSA)

Internet of Things(loT)

Model-Driven Engineering (MDE)
Collaborative Internet of Things(C-loT)
Fog/Edge/Cloud Computing
Web of Things (WoT)

Trabajos sobre estas integraciones: https://orcid.org/0000-0002-8989-7509
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Integracion de CEP, SOA 2.0 y MDE

Event types
¥

CEP domain CEP domain
model model validation
definition and storing
Domain
expert @ l

CEP domain O\
model

Action
Event pattern Ev?;lo%?llem coda
mggﬁg{ggﬂ%“"“ transformation
) e to code

e O @] ©

AN\
Event pattern @i\

simple
events

complex @
events @

CEP engine

Event pattern
model definition

models
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Runtime

Boubeta-Puig, J., Ortiz, G., & Medina-Bulo, I.(2015). MEdit4CEP: A model-driven solution for real-time decision making in SOA 2.0.
Knowledge-Based Systems, 89, 97-112. https://doi.org/10.1016/j.knosys.2015.06.021
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> Escenarios de aplicacion de CEP

>

>

>

Bolsa: comprary vender acciones automaticamente...

Comercio: detectar compras fraudulentas...

Ciudad y puerto maritimo inteligentes: detectar niveles de calidad de aire,
saturacion del trafico rodado, ruido medioambiental, fugas en redes de
abastecimiento de agua...

Ciberseguridad: detectar ataques de seguridad en sistemas informaticosy
dispositivos loT...

Salud: detectar epidemias, comportamientos anomalos en pacientes de
Alzheimer, emergencias con mujeres embarazadas, niveles de polen...
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Deteccion de niveles de calidad de aire y
saturacion de trafico rodado (I}

Table 3 AQI categories

Air quality category Pollutants
e F Name L Color NO: (ppb) 1 h SO (ppb) 1 h  CO (ppm) 8 h O3 (ppm) 8 h  PM,5 (ug/m’) 24 h  PMyo (ug/m’) 24 h
Good 1 Green 0-53 0-35 0.0-44 0.000-0.054 0.0-12.0 0-54
o Sebestin Moderate 2 Yellow 54-100 36-75 4594 0.055-0.070 12.1-354 55-154
e los Reyes g
~ Unhealthy for 3 Orange  101-360 76-185 9.5-12.4 0.071-0.085 35.5-554 155-254
sensitive groups
R Unhealthy 4 Red 361-649 186-304 12.5-154 0.086-0.105 55.5-150.4 255-354
R Very unhealthy 5 Purple  650-1249  305-604 155-30.4 0.106-0.200  150.5-250.4 355-424
Hazardous 6 Maroon 1250-2049 605-1004 30.5-50.4 > 0.200 250.5-500.4 425-604

Boadilla
el Monte

Table 1 Traffic level ratios in a trunk road/primary city

Alcorcon

Leganés

Mo - T mm | Level of traffic Value 1-h average speed/speed limit
tor
; axam e e ’ : o s Free flow 1 > 0.87848
Fig. 20 Districts of Madrid City with Air Quality Measurement Fig. 21 Madrid districts with traffic levels
stations Heavy 2 0.75303-0.87848
Saturated 3 0.45306-0.75302
Stop and go 4 < 0.45306

Diaz, G., Macia, H., Valero, V., Boubeta-Puig, J., & Cuartero, F.(2020). An Intelligent Transportation System to control air pollution and road traffic in
cities integrating CEP and Colored Petri Nets. Neural Computing and Applications, 32(2), 405-426. https://doi.org/10.1007/s00521-018-3850-1
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Deteccion de niveles de calidad de aire y
P saturacion de trafico rodado (I1)

A — Q) SpeedAvg = New Complex Event: SaturatedTraffic
.3 PM2_5Avg @ - New Complex Event: PollutantLevel
43 stationld A stationid #-) stationld ) stationld
Lo—
Jalie —') éE levelNumber &8 value = 1 level
Ly |PM2_"‘ derate] nlevelName
1 \
\ \ 1
S, . ¢ o
] 04 2
12.1 E
(a) 0.75302
(a)
n n
fisacs futn Pltmsatleve) Oame ("SaturatedTraf fic")
select al.stationId as stationld, Anfer. anto Sat_:uratedTrafflf:
2 as levellNumber, select al.stationId as stationId,
’PM2_5Moderate’ as levelName 3 as level
from pattern [(every al = from pattern [(every al = SpeedAvg(
PM2_5Avg(al.value >= 12.1 and ((al.value / 50.0) >= 0.45306 and
al.value < 35.5))] (al.value / 50.0) <= 0.75302)))]
(b) (b)

Diaz, G., Macia, H., Valero, V., Boubeta-Puig, J., & Cuartero, F.(2020). An Intelligent Transportation System to control air pollution and road traffic in
cities integrating CEP and Colored Petri Nets. Neural Computing and Applications, 32(2), 405-426. https://doi.org/10.1007/s00521-018-3850-1
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Deteccion de niveles de ruido
} medioambiental
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Boubeta-Puig, J., Moguel, E., Sdnchez-Figueroa, F., Hernandez, J., & Preciado, J. C.(2018). An Autonomous UAV Architecture for Remote Sensing and
Intelligent Decision-making. IEEE Internet Computing, 22(3), 6-15. https://doi.org/10.1109/MIC.2018.032501511 g
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Deteccion de anomalias en redes de
) abastecimiento de agua
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Corral-Plaza, D., Ortiz, G., Medina-Bulo, I., & Boubeta-Puig, J.(2021). MEdit4CEP-SP: A model-driven solution to improve decision-making through
user-friendly management and real-time processing of heterogeneous data streams. Knowledge-Based Systems, 213, 106682.
https://doi.org/10.1016/j.knosys.2020.106682
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} Deteccion de accidentes en carretera

GhostRider

AccidentsRep.

Danger.Loc.

Burguefio, L., Boubeta-Puig, J., & Vallecillo, A.(2018). Formalizing Complex Event Processing Systems in Maude. [EEE Access, 6, 23222-2324].

https://doi.org/10.1109/ACCESS.2018.2831185 !
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Deteccion de anomalias en redes de
sensores

Andalusian zoning 2011
0 New zones of 50000-250000 inhabitants

I New metropolitan area of Sevilla [ New industrial zone in Huelva

Il Mélaga and Costa del Sol [ Industrial zone in bay of Algeciras

I Metropolitan area of Granada I Industrial zone in Bailén

[10 Cordoba ! Industrial zone in Carboneras
New bay of Cadiz [0 Industrial zone in Puente Nuevo

. New rural zones

Boubeta-Puig, J., Bravetti, M., Llana, L., & Merayo, M. G.(2017). Analysis of temporal complex events in sensor networks. Journal of Information and
Telecommunication, 1(3), 273-289. https://doi.org/10.1080/24751839.2017.1347763
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> Deteccion de epidemias/pandemias

» Patrones de eventos de gripe aviar:
> Caso sospechoso: el paciente tiene fiebre y mialgia, y mocos o tos... y
tiene dolor de cabeza o fatiga...
> Caso confirmado: el laboratorio confirma la infeccion de gripe aviar.
> Caso de epidemia: existen 25 0 mas casos confirmados en un pais durante
b dias.
> Caso de pandemia: existen 2 0 mas casos de epidemia durante 3 dias.

Boubeta-Puig, J., Ortiz, G., & Medina-Bulo, |.(2014). A Model-driven Approach for Facilitating User-friendly Design of Complex Event
Patterns. Expert Systems with Applications, 41(2), 445-456. https://doi.org/10.1016/].eswa.2013.07.070 |
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Deteccion de niveles de polen

2032 P LUNCSEL &)
Welcome!
Before you start using AlergiApp you need to configure
some things.

You can change these options whenever you want in
your settings. :)

o] Pollen types
NI select the types of pollen you are allergic to

Use GPS
'@ Indicate if you want GPS to be used to determine
your location

Province
Select your province if you don't want 1o use GPS

City

Select your city if you don't want to use GPS

LET'S GO!

Data Communications (a)
(al) Pollen data

(a2) Message report sent by app

(b1) Message suitable for CEP processing

(b2) Data filtering and storage

(c) Complex event generated by CEP

(d) Context-aware complex event

(e) Context-aware notification

(f) Check pollen and symptom information

Caballero, P., Ortiz, G., Garcia-de-Prado, A., & Boubeta-Puig, J.(2021). Paving the way to collaborative context-aware mobile applications: A case
study on preventing waorsening of allergy symptoms. Multimedia Tools and Applications. In press. https://doi.org/10.1007/s11042-021-107539-6
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Deteccion de emergencias con mujeres
) embarazadas
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Macia, H., Valero, V., Diaz, G., Boubeta-Puig, J., & Ortiz, G.(2016). Complex Event Processing Modeling by Prioritized Colored Petri Nets. [EEE
Access, 4, 7425-7439. https://doi.org/10.1109/ACCESS.2016.2621718 g



https://doi.org/10.1109/ACCESS.2016.2621718

Indice
)

>  Sobre mi
» Procesamiento de eventos complejos
» Casos de éxito
> Ciberseguridad
> Publicaciones en revistas




Deteccion de anomalias/ataques
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Boubeta-Puig, J., Ortiz, G., & Medina-Bulo, |. (2015). MEdit4CEP: A model-driven solution for real-time decision
making in SOA 2.0. Knowledge-Based Systems, 89, 97-112. https://doi.org/10.1016/j.knosys.2015.06.021
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Deteccion de anomalias/ataques loT (I)
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Roldan, J., Boubeta-Puig, J., Martinez, J. L., & Ortiz, G.(2020). Integrating Complex Event Processing and Machine Learning: An Intelligent
Architecture for Detecting loT Security Attacks. Expert Systems with Applications, 113251. https://doi.org/10.1016/j.eswa.2020.113251



https://doi.org/10.1016/j.eswa.2020.113251

Deteccion de anomalias/ataques loT (l)
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) Publicaciones en revistas (l)

CEP & SOA 2.0 & MDE:

»  Boubeta-Puig, J.(2014). Desarrollo Dirigido por Modelos de Interfaces Especificas de Dominio para el Procesamiento de Eventos
Complejos en Arquitecturas Orientadas a Servicios [ Tesis doctoral, Universidad de Cadiz]. http://hdl.handle.net/10498/17554

»  Boubeta-Puig, J., Ortiz, G., & Medina-Bulo, I.(2014). A Model-driven Approach for Facilitating User-friendly Design of Complex
Event Patterns. Expert Systems with Applications, 41(2), 445-456. https://doi.org/10.1016/j.eswa.2013.07.070

»  Boubeta-Puig, J., Ortiz, G., & Medina-Bulo, I.(2015). ModeL4CEP: Graphical domain-specific modeling languages for CEP
domains and event patterns. Expert Systems with Applications, 42(21), 8095-8110. https://doi.org/10.1016/j.eswa.2015.06.045

»  Boubeta-Puig, J., Ortiz, G., & Medina-Bulo, I.(2015). MEdit4CEP: A model-driven solution for real-time decision making in SOA
2.0. Knowledge-Based Systems, 89, 97-112. https://doi.org/10.1016/].knosys.2015.06.021

»  Calderdn, A., Boubeta-Puig, J., & Ruiz, M. (2018). MEdit4CEP-Gam: A model-driven approach for user-friendly gamification
design, monitoring and code generation in CEP-based systems. Information and Software Technology, 95, 238-264.
https://doi.org/10.1016/].infsof.2017.11.009

»  Boubeta-Puig, J., Diaz, G., Macia, H., Valero, V., & Ortiz, G.(2019). MEdit4CEP-CPN: An approach for complex event processing
modeling by prioritized colored petri nets. Information Systems, 81, 267-289. https://doi.org/10.1016/].is.2017.11.005

»  Corral-Plaza, D., Ortiz, G., Medina-Bulo, |., & Boubeta-Puig, J.(2021). MEdit4CEP-SP: A model-driven solution to improve
decision-making through user-friendly management and real-time processing of heterogeneous data streams.
Knowledge-Based Systems, 213, 106682. https://doi.org/10.1016/].knosys.2020.106682
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