
Trust and Reputation Management in 

Distributed Systems 

Máster en Investigación en Informática 

Facultad de Informática 

Universidad Complutense de Madrid 

Félix Gómez Mármol 

NEC Laboratories Europe, Alemania 

(felix.gomez-marmol@neclab.eu) 

Madrid 

29 de abril de 2013 

mailto:felix.gomez-marmol@neclab.eu
mailto:felix.gomez-marmol@neclab.eu
mailto:felix.gomez-marmol@neclab.eu


NEC Laboratories Europe 

Trust and Reputation Management in Distributed Systems 
Agenda 

Page 2 

▐ Introduction & General Overview 

▐ Application Scenarios 

▐ Generic Steps 

▐ Security Threats 

▐ Models Comparison 

▐ TRMSim-WSN 

▐ Conclusions 



NEC Laboratories Europe 

INTRODUCTION & 

GENERAL OVERVIEW 

Trust and Reputation Management in Distributed Systems 

Page 3 



NEC Laboratories Europe Page 4 

▐ Internet and WWW have changed our lives 

▐ Despite their several advantages, there are also many security 

risks 

▐ Traditional security solutions are very effective but not always 

applicable 

▐ Trust and reputation management has been proposed as an 

accurate alternative 

▐ Oneself can make his/her own opinion about how trustworthy or 

reputable another member of the community is 

▐ Increases the probability of a successful transaction while reducing 

the opportunities of being defrauded 

Trust and Reputation Management in Distributed Systems 
Introduction & General Overview 
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Trust and Reputation Management in Distributed Systems 
Application Scenarios (I) 

▐ P2P networks 

 Searching a generic service 

 Sharing a file 

 … 

▐ Wireless sensor networks (WSN) 

 Measuring temperature 

 Measuring humidity 

 Measuring pressure 

 Detecting presence 

 … 

▐ Identity Management Systems 
 Sharing users’ attributes 

 Identity federation management 

 … 

▐ Vehicular Ad-hoc Networks (VANETs) 
 Emergency messages transmission 

 Traffic conditions 

 Weather conditions 

 Advertisements 

 … 
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Trust and Reputation Management in Distributed Systems 
Application Scenarios (II) 

▐ Collaborative Intrusion Detection Networks (CIDN) 

 Trust level on generated alarms 

 Bootstrapping reputation for newcomers 

 … 

▐ Cloud Computing 

 Most trustworthy service selection 

 Trust-based cloud services orchestration 

 Tenants trustworthiness 

 … 

▐ Application Stores 
 Trustworthy applications 

 Trustworthy developers 

 … 

▐ Internet of Things (IoT) 
 Similar to wireless sensor networks 

 Trustworthy information 

 Trustworthy services 

 … 
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Trust and Reputation Management in Distributed Systems 
Generic Steps (I) 

▐ Generic steps 

▐ Generic interfaces 
 IETF Repute 
https://tools.ietf.org/wg/repute  

▐ Generic Data Structures 
 OASIS Open Reputation Management Systems (ORMS) 
https://www.oasis-open.org/committees/orms  

https://tools.ietf.org/wg/repute
https://tools.ietf.org/wg/repute
https://www.oasis-open.org/committees/orms
https://www.oasis-open.org/committees/orms
https://www.oasis-open.org/committees/orms
https://www.oasis-open.org/committees/orms
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Trust and Reputation Management in Distributed Systems 
Generic Steps (II) 

▐ 10 design advices 

1) Anonymous recommendations 

2) Higher weight to more recent transactions 

3) Recommendations subjectivity 

4) Redemption of past malicious entities 

5) Opportunity to participate for benevolent newcomers 

6) Avoid abuse of a high achieved reputation 

7) Benevolent nodes should have more opportunities than newcomers 

8) Different trust/reputation scores for different services 

9) Take into account bandwidth, energy consumption, scalability... 

10) Consider the importance or associated risk of a transaction 
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Trust and Reputation Management in Distributed Systems 
Security Threats (I) 

▐ Individual malicious nodes 

Malicious nodes always provide a bad service 

Their reputation decreases and hence are not 

selected 

▐ Malicious collectives 

 Malicious nodes always provide a bad service 

 Malicious nodes collude to unfairly provide high 

ratings about each other 

 Their reputation decreases and hence are not 

selected 

 Recommendations reliability should be handled 

▐ Malicious spies 

 Malicious nodes always provide a bad service 

 Malicious nodes collude to unfairly provide high ratings about 

each other 

 Malicious spies provide good services but positive 

recommendations about malicious nodes too 

 Their reputation decreases and hence are not selected 

 Recommendations reliability should be handled 

▐ Malicious collectives with camouflage 

 Malicious nodes provide a bad service p% of the times 

 Malicious nodes collude to unfairly provide high ratings about 

each other 

 Their reputation decreases and hence are not selected 

 Recommendations reliability should be handled 

 Store transactions history 

 Not always considered as a threat 

 Depends on behavioral pattern 
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Trust and Reputation Management in Distributed Systems 
Security Threats (II) 

▐ Sybil attack 

 Attacker creates a disproportionate number of malicious nodes 

 Malicious nodes always provide a bad service 

 When reputation decreases, node leaves and enters again the 

network with a different identity 

 Associate some cost to new identities generation 

▐ Driving down benevolent nodes reputation 

 Malicious nodes always provide a bad service 

 Malicious nodes collude to unfairly provide high ratings about 

each other 

 They also provide bad recommendations about benevolent 

nodes 

 Recommendations reliability should be handled 

▐ Malicious pre-trusted nodes 

Malicious nodes always provide a bad service 

Pre-trusted nodes provide positive 

recommendations about malicious nodes and 

negative ones about benevolent nodes 

 Dynamic selection of pre-trusted nodes 

▐ Partially malicious collusion 

 Malicious nodes always provide a bad service 

 A node can be malicious for a given service but, 

benevolent for a different one 

 Malicious nodes collude and rate positively each 

other 

Different reputation values for  

different services 
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▐ Security threats taxonomy 

 Attack intent 

 Targets 

 Required knowledge 

 Cost 

 Algorithm dependence 

 Detectability 

 

Trust and Reputation Management in Distributed Systems 
Security Threats (III) 
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Trust and Reputation Management in Distributed Systems 
Models Comparison (I) 

▐ Lack of mature 

bio-inspired and 

fuzzy 

approaches 

▐ Lack of standard 

APIs and data 

structures 

▐ Lack of security 

threats analysis 

▐ Lack of generic 

testing tools 
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Trust and Reputation Management in Distributed Systems 
Models Comparison (II) 
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TRMSIM-WSN 

Trust and Reputation Management in Distributed Systems 
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Trust and Reputation Management in Distributed Systems 
TRMSim-WSN 
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▌There is not a computation engine suitable for all conditions 

▌Performance also depends on the scenario 

The perfect reputation model does not exist 

The reputation 

model 

performance 

depends on the 

applied scenario 

and  current 

system 

conditions 

▌System conditions can vary along the time 

Trust and Reputation Management in Distributed Systems 
Dynamically adaptable Reputation Systems (I) 
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Dynamic & Smart Reputation Engine Selector (I) 

▌Method to dynamically and smartly select the most appropriate 

reputation computation engine 

 According to the current system conditions and the expected 

performance measurements 

The system selects 

the most suitable 

reputation engine 

at each moment 

Trust and Reputation Management in Distributed Systems 
Dynamically adaptable Reputation Systems (II) 
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Dynamic & Smart Reputation Engine Selector (II) 

▌Instead of developing one single parametrizable model, several models are 

developed 

▌Each model has the best performance under certain well defined 

circumstances or conditions 

▌The system administrator indicates which performance metrics are more 

relevant at each moment 

 Model accuracy 

 Scalability 

 Robustness 

 Resilience against attacks 

The dynamic & smart reputation 

engine selector chooses at each 

moment the reputation engine that 

better satisfies the performance 

metrics indicated by the system 

administrator, taking into account 

at the same time, the current 

system conditions (CPU usage, 

storage usage, etc) 

Trust and Reputation Management in Distributed Systems 
Dynamically adaptable Reputation Systems (III) 
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▐ The selector makes use of fuzzy 

sets to categorize current system 

conditions and performance 

metrics 
 number_of_users=low 

 user_participation=medium 

 etc 

▐ Then, it determines the suitability 

of each computation engine as a 

value which gives the probability 

of use such reputation engine 

▐ Finally, a probabilistic choice is 

performed to determine the 

Reputation Computation Engine to 

use 

Page 24 

… 

Reputation 

Computation Engine 

Dynamic & Smart Reputation Engine Selector (III) 

Trust and Reputation Management in Distributed Systems 
Dynamically adaptable Reputation Systems (IV) 
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▐ Let 
       

 be the current system conditions 

▐ Let 

       

 be the performance measurements 

▐ Each 

  
 and 

  
 are represented as fuzzy sets 

▐ Let 

       

 be the performance metrics set by the administrator 

▐ Let 

  
 be the 

 
-th computation engine and 

   
 the probability of 

selecting 
  

 as the current computation engine 

▐ Let 

             

 be the performance metrics of 

  

 under certain 

system conditions 

▐ Then we have                                     

 
                          

 

*MSE: Mean Squared Error 
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Dynamic & Smart Reputation Engine Selector (IV) 

Trust and Reputation Management in Distributed Systems 
Dynamically adaptable Reputation Systems (V) 
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Dynamic & Smart Reputation Engine Selector (V) 

        
 

 
 

          

 

                                        

 
         

 

          

 

         

 

▌ Evaluating 
 

 continuously would be very costly and resources 

consuming 

▌ That is the reason why we use fuzzy sets to represent 
       

 

▌ The process would be as follows 

▌ With 

… 

Trust and Reputation Management in Distributed Systems 
Dynamically adaptable Reputation Systems (VI) 
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▐ When switching to the selected best fitting computation engine it 

might happen that the computed reputation scores differ too much 

from the ones obtained with the previous computation engine 

▐ We want to avoid an abrupt change in the computed reputation 

score 
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Smooth transition between different reputation computation engines (I) 

Trust and Reputation Management in Distributed Systems 
Dynamically adaptable Reputation Systems (VII) 
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▐ We propose a smooth transition 

between the old computation engine 

and the new one 

 For a while, both reputation values are 

taken into account 

 To do so, we weight the reputation scores 

given by both computation engines 

                     
 

  

 Weights 

  
 decreases during the transition 

time as 
  

 increases, fulfilling that        
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Smooth transition between different reputation computation engines (II) 

Trust and Reputation Management in Distributed Systems 
Dynamically adaptable Reputation Systems (VIII) 
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Integration tests within identity management systems 

▌Developed four different trust and 

reputation models 

▌Several simulations performed to analyze 

the behavior within IdM systems 

▌Analyzed these four models according to 

different system conditions and 

performance measurements 

Trust and Reputation Management in Distributed Systems 
Dynamically adaptable Reputation Systems (IX) 
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• Reputation computation engines should be 

developed and analyzed beforehand in order to 

determine under which conditions they provide 

the best outcomes for each of the desired 

performance measurements. 

Limitations 

• Flexible mechanism to select the most 

appropriate trust and reputation model to apply 

at each moment considering both the system 

conditions and the performance measurements 

 

• Resources consumption adaptation and 

optimization by applying the most suitable trust 

and reputation model at each moment 

 

• Improvement and optimization of the 

performance of the trust and reputation 

management model applied at each moment 

Advantages 

Trust and Reputation Management in Distributed Systems 
Dynamically adaptable Reputation Systems (X) 

Advantages and Limitations 



NEC Laboratories Europe 

CONCLUSIONS 

Trust and Reputation Management in Distributed Systems 
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▐ Current challenges 

o Many authors focus on the “scoring and ranking” step, neglecting the 

other ones 

o Reputation bootstrapping is also a commonly obviated issue 

o Security threats and design recommendations are also usually not 

considered 

o Weak support from the standardization community 

 OASIS ORMS (Open Reputation Management Systems) 

 IETF Reputation Services (Repute) 

Trust and Reputation Management in Distributed Systems 
Conclusions 
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